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Disclaimer

The information contained herein has been obtained from sources reliable to NASSCOM.
NASSCOM disclaims all warranties to the accuracy, completeness or adequacy of such
information. NASSCOM shall have no liability for errors, omissions, or inadequacies, in the
information contained herein, or for interpretations thereof. Every effort has been made to trace
the owners of the copyright material included in the book. The publishers would be grateful for
any omissions brought to their notice for acknowledgements in future editions of the book.

No entry in NASSCOM shall be responsible for any loss whatsoever, sustained by any person who
relies on this material. The material in this publication is copyrighted. No parts of this report can
be reproduced either on paper or electronic media, unless authorized by NASSCOM.
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Foreword

The Indian IT-ITeS industry has built its reputation in the global arena on several differentiators, chief
among them being the availability of manpower. Organizations across the world recognize the value India
brings to every engagement with its vast and readily available pool of IT professionals. Global entities have
found it extremely effective to leverage this significant resource in order to enjoy a competitive edge and
innovation benefits.

In the coming years, the landscape is expected to shift in ways that reveal more exciting opportunities.
The world will require people with advanced technology skills and domain knowledge, set against a
backdrop of heightened labour mobility across occupations and markets. India is largely acknowledged to
be heir apparent to the benefits of a demographic dividend over the coming decades, which has the
potential to see the nation emerge as one of the world’s largest population base of employable youth.
With many other countries set to face the effects of an aging and retirement-ready workforce, India is
poised to become a sought after destination for those seeking higher value add and specialized services.

Global markets are on their way towards revival and recovery, and this is well reflected in the proactive
recruitment measures taken by IT-ITeS organizations in India in recent times. India’s IT-BPM industry is on
track to achieve its target of USD 225 billion by 2020. From a base on about 3.1 million employees in
FY2014, the industry is expected to add another 2 million additional employees by 2020. Indirect
employment generated by 2020 is expected to be 3X the total direct employment number is between 13-
16 million by 2020.

To realize India’s potential of emerging as a skills hub of the world, a significant amount of foresight and
work is requisite. It is imperative that stakeholders engage in a concerted effort to undertake the
transformation of the labour pool estimated to enter the market into skilled and employable talent.
Enabling the creation of a future industry-ready cohort will give the IT-ITeS industry an edge in leadership
and sustainability.

One of the growing areas of global interest and concern is Information/ Cyber Security. This led to the
identification of the “hot skills” du jour, resulting in the formal creation of a Qualification Pack (QP) or job
role framework for the role of a Security Analyst. The QP is designed to capture the skills required by the
IT-BPM industry for an entry level position in this field.

To ensure the creation of an academic course that is both relevant and viable, IT-ITeS Sector Skills Council
NASSCOM (SSC NASSCOM) partnered with key industry stakeholders, including Cyber Eye Research,
Cypher Cloud, Deloitte, First American, HCL, HDFC, IBM, ISC2, Karvy Analytics, NIIT University, PwC,
Symantec, TCS, Wells Fargo, and the Data Security Council of India (DSCI) for design of the curricula and
courseware. In addition, the program addresses the need for faculty support, and achieves this by
acquainting trainers with the latest advancements in pedagogy.

We wish the universities and colleges all the very best in their endeavor.

R Chandrashekhar

President
NASSCOM
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JOB ROLE: Security Analyst (Information/System Security Analyst/Engineer)

OCCUPATION: Information Security

Brief Job Description: Individuals at this job are responsible for protecting information and information
systems from unauthorized access, use, disclosure, disruption, modification, perusal, inspection,
recording, or destruction. They also need to ensure the confidentiality, integrity and availability of data to
the 'right' users within/outside of the organization.

Personal Attributes: This job may require the individual to work independently and take decisions for
his/her own area of work. The individual should be result oriented and have a high attention for detail.
The individual should also be able to demonstrate communication skills, logical thinking along with
willingness to undertake desk-based job with long hours.

ABOUT THE QUALIFICATION

The qualification SSC/Q0901 is part of the IT- ITeS Sector and the IT Services subsector. The qualification
is a level 7 on the National Skills Qualification Framework (NSQF).

This qualification eligibility requirements and National Occupational Standards are listed below.

NSQF level 7

Minimum Educational Qualifications Diploma in Engineering or any graduate course
Maximum Educational Qualifications Bachelor's Degree in Science/Technology/Computers

Training Certification in Information systems or related fields, Basic soft
(Suggested but not mandatory) skills training
Experience

0-2 years of work experience/internship in security

Compulsory:

1. SSC/N0901 (Contribute to managing information security)

2. SSC/N0902 (Co-ordinate responses to information security
incidents)

3. SSC/N0903 (Install and configure information security
devices)

4. SSC/N0904 (Contribute to information security audits)

5. SSC/N0905 (Support teams to prepare for and undergo
information security audits)

Applicable National Occupational 6. SSC/N9001 ( Manage your work to meet requirements)
Standards (NOS) 7. SSC/N9002 (Work effectively with colleagues )
8. SSC/N9003 (Maintain a healthy, safe and secure working
environment)
9. SSC/N9004 (Provide data/information in standard
formats)

10. SSC/N9005 (Develop your knowledge, skills and
competence)

Optional:
Not Applicable
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Classroom and Lab Requirements

PCs/Tablets/Laptops

Labs availability (24/7)

Internet with WiFi (Min 2 Mbps Dedicated)

Networking Equipment- Routers & Switches

Firewalls and Access Points

Access to all security sites like ISO, PIC DSS

Commercial Tools like HP Web Inspect, IBM AppScan, etc.

Open Source tools like sqlmap, Nessus, Nmap, Metasploit Community edition etc.

W oo N R WNRE

Anti-Virus and Anti-Spam software
10. Security templates from various sites ITIL, ISO, etc.
11. Projection facilities

The above equipment has to be made available for classwork and for research work in non-class hours.
The equipment has to have relatively high speed and current OS and other software applications.

Students need to have adequate number of terminals for individual use for adequate number of hours.

The equipment needs to be installed in keeping with all health and safety measures. Any routine
breakdowns should be promptly addressed.

11
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JNTUH Syllabus mapped to the Facilitator and Students Guide

Topics Student Manual Page No.

Unit | - Information Security Management

Information Security Overview 21-28
Threats and Attack Vectors 37-46
Types of Attacks 38
Common Vulnerabilities and Exposures (CVE) 55
Network Security Attacks a7
Fundamentals of Information Security 61-76
Computer Security Concerns 65
Information Security Measures 66-68
Unit Il - Fundamentals of Information Security 55
Key Elements of Networks 61
Logical Elements of Network 61
Critical Information Characteristics 65
Information States 65
Unit Ill - Data Leakage 83
What is Data Leakage 83
Statistics 85, 100-101
Data Leakage Threats 83
Reducing the risk of data loss 86-97
Key Performance Indicators (KPI)

Database Security etc., 91
Unit IV - Information Security Policies, Procedures and Audits 109
Information Security Policies 109

- Necessity 103-104
- Key Elements 109-110
- Characteristics 113
Security Policy Implementation, Configuration 114
Security Standards 117
Security Guidelines & Frameworks etc., 117-141

Unit V - Information Security Management - Roles &

Responsibilities 153
Security Roles and Responsibilities 153-156
Accountability 155
Roles and Responsibility of Information Security Management 153-156
Team responding to emergency situation 156
Risk Analysis Process 175-180

13
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